
The Case Against Cloud Computing 
 

Every now and then, the IT world gets stirred up. The latest buzzword is “Cloud 
Computing”. Every day I get dozens of emails trying to sell me on the subject. You’re 

probably wondering what’s it all about, and how it will affect you.  Here’s my take: 
 
In essence, the idea is that you the end user, either as an individual or business, will 

no longer need to purchase, install and maintain the software applications you need to 
use.  Everything will be Web-based – including your data. Supporters of cloud 

technology like to point to many perceived benefits of the concept. However, there is 
very little discussion of the realities we will have to deal with. 
 

1. DoS (Denial of Service) has the real potential to bring millions of businesses to 
a halt. You, as a “cloud services” end user, will be vulnerable at every link of 

the chain – your internet connection, your service provider, and the application 
provider. If one link breaks – you can’t get to your data.  

 

2. Security experts point out that centralizing applications and data creates a 
hugely attractive target for criminals and cyber terrorists. Attacking a small 

company’s website or intranet isn’t worth the trouble – but the temptation to 
take down a company that services thousands, maybe even millions of clients 
will be irresistible. And it will convince cyber-terrorists of the benefits of 

collusion and collaboration. Think of it this way: your data is like gold bars. 
With cloud computing, you won’t know where your gold is stored, who’s 

handling it, or who’s protecting it. And everyone’s gold will be stacked all 
together as an irresistible target. Meantime, all the bad guys will be ganging up 
to bust open the safe. Reminds me of the prediction that the Third World War 

will start with a fight over data.  
 

3. Who will take responsibility for your data?  Nobody has come up with an even 
partially satisfactory answer. Since the cloud is “anonymous” you won’t even 
know for sure where your data is being stored. Or who has access to it. And, 

since the application that creates your data is also available in the cloud – 
reading your data is a simple matter.  

 
4. Legal experts have pointed out the hidden dangers of cloud based data. Who 

will accept legal liability? I have yet to see one vendor offering any real 
answers. It is highly irresponsible to build something, market it, get people to 
use it, and then hope to deal with the problems as they arise.  

 
5. Software, by its very nature, is imperfect. Cloud based software creates a 

“monoculture” situation. The idea is that everyone uses the same software, 
same version, at the same time. So one bug can take everyone out 
simultaneously. It’s like the Titanic, but there are NO lifeboats. Zero. And no 

rescue ships. Everyone goes down together.   
 

6. Cloud computing is nothing new. In fact, it’s the way we used to do things circa 
1980 before personal computers became readily available, and affordable. In 
the beginning, there was the mainframe. And connected to it were all those 

dumb terminals. And the mainframe ran the show. It worked fine for individual 
institutions, like universities and banks. And it was dominated by IBM.  

Remember what happened?  A little upstart company called Microsoft came 
along, and made computing available to everyone.  And when Apple joined the 



game, things got really interesting, and fun. Except for IBM - mainframes were 

fast becoming an endangered species. Why the wild popularity of PCs? 
Freedom. You controlled the PC, the software, and the data. If you didn’t want 

to upgrade – you didn’t. At times the freedom of choice was a bit dizzying, but 
there’s no denying people love it. If you want to change from MS Office to Open 

Office – you do it. And there’s nothing Microsoft can do about it. Mark my words 
– the moment you buy into cloud computing – wave your freedom goodbye.   

 

7. Is using GMail and Google Apps a valid test case proving the benefits of cloud 
computing?  Hardly. People use these services mainly as an inter-office sharing 

and collaboration mechanism.   The whole internet can go down – and they still 
keep working. They are not totally dependent on GMail and Google Apps.   

 

8. Why is there such a push to move to cloud computing?  In a word: MONEY. The 
major software developers have never solved the problem of people who use 

their products, but don’t pay. Years ago we suggested a workable solution – 
bring the prices down, and make piracy more difficult. Their response was to 
increase prices. Moreover, they are burned up at the thought of the millions 

who buy a product, and then refuse or simply never bother to upgrade.  
 

9. With cloud computing, you WILL do exactly as the vendors say, when they say 
it, and you will PAY to use their software - every month, in advance.  You will 
upgrade when they say you must, and you will adapt your way of working to 

the way they want you to work. You will have very little real freedom of choice. 
Cloud computing is about monopolies of the worst kind. The cloud vendors will 

control the applications and your access to them. They will also control the 
data, and your access to it.  If you’re not nervous about this – you should be.  

 

10.So, why am I against cloud computing? In a nutshell, it’s a return to obsolete 
technology, and offers no benefits, except to the vendors. “Cloud-based data 

security” is an oxymoron that makes “military intelligence” almost believable.  
Most of all: I’m not prepared to sell my freedom or my independence. Nor 
surrender control of my data. 
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